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Outline of the Talk

• Introduction to Complex Systems

• Critical Software / Cyber-physical Systems

• Conclusion & Future Outlook



(based on Biggs et al., 2015)

Analysis, Modelling & Simulation of Complex Systems
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Network 
Evolution



Patterns appear in Every Instance of a Complex System 

• Critical Software / Cyber-physical Systems (Systems Under Test)
• Software Faults

• System Failures

• Security Vulnerabilities  



Motivation for Combinatorial Testing in Complex Systems 

• Economic Impact: Software testing may consume up to 
half of the overall software development cost 
• Combinatorial explosion: Exhaustive search of input space  

increases time needed exponentially

• Added level of complexity for system testing and security (modelling real-
world environments and vulnerabilities)

• How can we estimate the residual risk that remains after 
testing?  How can we guarantee aspects of test quality 
(e.g. test coverage, locating faults)?

• In this Talk: Formulate testing and resilience problems 
as combinatorial problems  and then use efficient methods 
to tackle them



Testing & Security of Critical 
Software and Systems
Combinatorics beyond Experimental Design



Example: A Large System for Testing



Example of a Mathematical Structure used in Testing



How is this Knowledge Useful?



Empirical Evidence: Fault Coverage vs. Interactions



Combinatorial Testing (CT)



Virtual Driving Function Testing Problem



Virtual Driving Scenarios for testing the AEB function



Inspection of Individual Crash Scenario
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Why Rigorous Security Testing of Software and Systems?



The Problem of Malicious Hardware Logic Detection



Combinational Trojans



Trojan Design the Latest Years



Exciting (Triggering) Hardware Trojan Horses



The Problem of Generating a Test Set



Complexity Classification of Problems of CAs



How to Construct Optimal CAs (t-way Test Sets): 
Greedy, Learning and Quantum Computing Algorithms



How to Construct Optimal CAs (t-way Test Sets): 
Algebraic and SAT Methods



Optimized Test Sets for CAs for Trojan Detection



Case Study for Exciting Hardware Trojan Horses



Test Results for Detecting Hardware Trojan Horses



Combinatorial Security Testing (CST)
vulnerabilities found via interaction patterns

Proven-method: Rigorous testing for security

• Complex web applications:
• XSS, SQL-i vulnerabilities

• Next generation protocol testing:
• Parsing/input validation errors in TLS/BLE

• Intelligent and autonomous systems
• Faults in autonomous driving functions

• Hardware Trojan Horse detection
• Detection of Combinational Trojans



Resilience of Complex 
Systems
Conclusion & Future Outlook



Complex Systems

• Critical Software

• Cyber-physical Systems

How are these connected?



Interaction Patterns can be modelled after Mathematical Structures:  
Can their Identification enhance the Resilience of  Complex Systems? 

• Complex Systems (Systems Under Test / Attack Paths)
• Software Engineering: Software Failures ➔ Interaction Faults
• Autonomous Driving: System Failures ➔ Interaction Faults  

• Supply Chain Security: Hardware Trojans ➔ (Optimal) Covering Arrays



How to Construct Interaction Patterns (at Large) ☺?



Future Outlook: Human Body Augmentations as Complex 
Software Systems & Medical IT Devices 

Biomedical security: Software errors and security vulnerabilities 
can have fatal consequences → need for combinatorial testing!



Conclusion & Highlights

No matter how well a system is engineered, it will always be prone 
to errors and vulnerabilities 

Complex systems have emergent and unpredictable behavior

Resilience & testing is essential in an interconnected digital society



Thank you very much for your attention!

Questions / Comments ?

dimitrios.simos@plus.ac.at
dimitrios.simos@fh-salzburg.ac.at
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